
SCAMMER BANKERVS

“Can you confirm

your full address

for me?”

“What is your
zipcode?”

“Can you confirm your

account number?”

“Can you verify the

last 4 of your
account number?”

“Can you verify your

Social Security

number?”

“Can you verify the

last 4 of your
social security

number?”

“Can you tell me all 16

digits of your debit

card?”

“Can you confirm
the final 4 of the

debit card
connected to the

account?”

“Can you confirm your

identity by telling us

your username and

password for online

banking?”

First Security will
NEVER ask you for

login credentials.

NEEDS all your information.

impersonates the bank.

“Spoofs” The Bank’s Phone Number

Subtly asks for full details for

accounts and personal identity.

Has all your information

Needs to confirm they are speaking

to YOU, the customer.

asks for confirmation of PARTIAL

information.

Never initiates a call to receive

your full account information.

if in doubt, hang up immediately and contact customer
support at 877-611-3118 or your local bank

representative.

WHAT IS THEWHAT IS THE
DIFFERENCE?DIFFERENCE?
WHAT IS THE

DIFFERENCE?

cONFIRMING PARTIAL INFORMATION IS NOT GIVING AWAY PERSONAL IDENTIFYING INFORMATION.
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